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A brief history of AI 
 

Rule-base
d AI

Machine 
Learning

Deep 
Learning

Generativ
e AI

Step by step logic & 
instructions coded by 

human developers 
 
 
 

Human crafted 
features with 

supervised learning 
to analyze data for 

a specific task 
 
 

Autonomous 
feature 

identification in 
machine learning  

 
 

Unsupervised AI that 
ingests massive amount 
of data, to generate new 

human-like text, art, 
images, video etc. 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(Generative) AI offers 
many benefits… 

Performing 
complex tasks

Increase in 
productivity

Shorter time 
to value

Diverse data 
modalities

Amortized 
expenses

… but also carries potential risks 

3 

Data privacy and 
governance AI needs data and can generate data

Fairness AI can make or recommend decisions, and these should not be discriminatory

Inclusion Use of AI should not increase the social gaps

Explainability  AI is often opaque

Transparency More informed use of AI

Accountability AI is based on statistics and has always a small percentage of error

Social impact Fast transformation of jobs and society

Human and moral 
agency

AI can profile people and manipulate their preferences

Misinformation AI can generate plausible but false content

Value alignment AI can generate harmful content

Environmental 
impact

Generative AI (foundation models) need huge amounts of energy for training and 
deployment

Power imbalance Centralization of data and power 



Some AI ethics issues 

– COMPAS risk assessment algorithm 
(ProPublica 2016)

– Same accuracy for black and white
– Opposite ration of false 

positives/negatives
– Trained on previous decisions by 

judges

Carbon footprint of training a single big language model is equal to 
around 300,000 kg of carbon dioxide emissions. This is of the order 

of 125 round-trip flights between New York and Beijing.



Foundation 
models: 
opportunities, 
risks, and 
mitigation
 
IBM, Feb. 2024 

Traditional risks
Risk areas known from earlier forms of AI
• Data poisoning
• Data transfer
• Data usage
• Personal information in data

• Reidentification
• Informed consent
• Decision bias
• Model transparency

Amplified risks
Known risk areas intensified by generative AI
• Data bias
• Data curation
• Data acquisition
• Data usage rights
• Data transparency
• Data provenance

• Data privacy rights
• Evasion attack
• Nonconsensual use
• Improper usage
• Over/under reliance
• Unexplainable output

• Accountability
• Source attribution
• Impact on jobs
• Human exploitation
• Impact on environment
• Impact on human agency

New risks
Emerging risk areas intrinsic to generative AI
• Downstream-based retraining
• Personal information in prompt
• Intellectual property in prompt
• Confidential data in prompt
• Prompt-based attack
• Output bias
• Copyright infringement
• Toxic output
• Dangerous advice

• Spreading disinformation
• Toxicity
• Dangerous use
• Non-disclosure
• Impact on cultural diversity
• Harmful code generation
• Exposing personal information
• Hallucination

• Traceability
• Legal accountability
• Generated content ownership
• Generated content IP
• Impact on education — Bypassing
• Impact on education — 

Plagiarism 
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AI Ethics at IBM: 
tools, products, 
platforms 

  Products and Platforms 
 

IBM watsonx 
Enterprise-ready AI and data platform designed to 
multiply the impact of AI across the business, 
comprised of three powerful components: 
watsonx.ai, watsonx.data, and watsonx.governance.
 
IBM Cloud Pak for Data 
A data and AI platform with a data fabric that makes 
data available for AI and analytics, on any cloud, and 
supports the creation of AI FactSheets.  
 
IBM Watson Studio 
Empowers data scientists, developers, and analysts 
to build, run, and manage AI models, and optimize 
decisions anywhere on IBM Cloud Pak for Data.
 
IBM Watson OpenScale 
Tracks and measures outcomes from AI throughout 
its lifecycle, adapts and governs AI in changing 
business situations, and monitors AI models for bias, 
fairness, and trust.
 
 

 
 
 
 

   Toolkits 
 

AI Explainability 360 
Comprehensive open-source toolkit for explaining ML 
models & data.
 
AI Fairness 360 
Comprehensive open-source toolkit for detecting & 
mitigating bias in ML models.
 
Adversarial Robustness 360 
Comprehensive open-source toolkit for defending AI from 
attacks.
 
AI FactSheets 360 
A research effort to foster trust in AI by increasing 
transparency and enabling governance.
 
AI Privacy 360 
Toolbox to support the assessment of privacy risks of 
AI-based solutions, and to help them adhere to any relevant 
privacy requirements.
 
Uncertainty Quantification 360 
Comprehensive open-source toolkit for computing and 
communicating meaningful limitations of ML predictions. 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https://www.ibm.com/watsonx
https://www.ibm.com/products/cloud-pak-for-data
https://cloud.ibm.com/catalog/services/watson-openscale
https://aix360.res.ibm.com/
https://aif360.res.ibm.com/
https://art360.res.ibm.com/
https://aifs360.res.ibm.com/
https://aip360.res.ibm.com/
https://uq360.res.ibm.com/


AI Ethics at IBM: not just tools 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Principles: human 
augmentation, data, 

transparency

Pillars: fairness, 
transparency, 
robustness, 

explainability, privacy

Governance: the AI 
Ethics board

Use case risk 
assessment process Education modules Ethics by Design 

playbook

Integrated Governance 
Program Public policy Regulation compliance

Multi-stakeholder 
consultations

Partnerships: 
academia, companies, 

civil society orgs, 
policy makers

Other emerging 
technologies: 

neurotech, quantum 
computing



AI agents 

 
What is an AI agent?

– A software entity that employs AI 
techniques and has agency to act in its 
environment based on set goals 

– It can decide which actions to perform 
and has the ability to execute them

 
 

 

 

Human Agency: 
“the capacity of individuals to act independently, 
make choices, and influence their lives and the 
world around them, based on their own values, 
goals, and beliefs." 
 
AI agency:  
the capacity of AI systems to act independently, 
make choices, and influence their behavior and 
the world around them, based on human set 
values, goals, and beliefs. 
 
 



AI agents 

 
What is an AI agent?

– A software entity that employs AI 
techniques and has agency to act in its 
environment based on set goals 

– It can decide which actions to perform 
and has the ability to execute them

 
 

 

 

 
Delegation:  
The AI agent performs a task for humans 
 
Action execution: 
Transaction that impacts the environment in 
which the agent works, possibly in a 
non-reversible way 
 
AI assistant vs AI agent:  
LLMs can assist by defining a plan of actions, but 
then somebody else needs to execute it 
 
Autonomy: Full or partial  
Humans can delegate completely, or check the 
action before its execution, or be given time to 
stop the execution, or just check the plan of 
actions 
 



From AI agents to agentic AI systems 

 
What is an agentic AI system?

– Software systems that leverage AI 
agents (together with other 
components like tools, planners, 
memory, and datasets), pursue goals, 
and can operate autonomously 

 
 

 

 

Multiple components 
– Not all are AI agents 
– Datasets, tools, learning and non-learning AI 

modules, LLMs 
 

It may start from an LLM 
– The LLM generates the plan of actions for 

performing the task 
 

Not necessarily starting from an LLM 
– Prompting agents 

 
Not all components are known in advance 
– Some are retrieved/used/read from the web at 

runtime 
 

Not all components are built by the same people 
– Open collaborative architectures 
– Reliance on others’ tools and agents 

 
 



Benefits of agentic AI systems 

 
Enhance human effectiveness to perform 
tasks and achieve business outcomes

– Simplification

– Acceleration

– Better solutions

 

 
 

 

 

IBM AI Agent SWE-1.0  
A localization agent and an editing agent, 
integrated into GitHub workflows, to help 
developers reduce the time to find and fix bug. 
 
IBM AI Digital Assistant AskHR  
Uses AI agents to automate common HR 
processes such as employee support and 
onboarding. 
 
IBM – Salesforce partnership for Agentforce 
Suite of autonomous agents to help businesses 
improve productivity and maintain security. 



What actions? 
 
Three kinds of actions:

1. Actions that impact the world 
(physical or digital)

2. Consult resources and use tools

3. Decide which process to choose in the 
selection of resources/tools/agents and 
select

 
 

 

 

 

Non-reversibility  

The impact on the world may not be 
reversible  

Opaqueness 

Limited visibility into how AI agents 
operate, its inner workings and 
interactions. 

Open-endedness 

Unforeseen resources/tools/other AI 
agents selected to execute actions 

 

 

 

 

 

 

 

 

Possible consequences



Some amplified risks 

 
– Fairness and Value Alignment: Due to possible 

bias in the actions, in the resources consulted, 
and in the resource selection process

– Over/under-reliance: Due to increasing 
autonomy, opaqueness, and open-endedness

– Unnecessary resource consumption: Due to 
possible redundant actions (executing an 
action is assumed to be more resource costly 
than recommending it)

– Robustness: Attacks on various components of 
an agentic AI system

– Privacy: Interaction with other components 
(datasets) 

 

 
 

 

–Evaluation 

–Risk mitigation  

–Reproducibility  

–Transparency 

–Accountability 

–Compliance 

 

Amplified challenges



Metacognition and 
governance in agentic AI 
architectures 

Collaboration and communication workflows in 
multiagent systems 
 
Open governance mechanisms to allow users to 
tailor the agentic system to their needs 

How can I trust a tool/agent that my AI agent 
found on the web? 
– Standards, transparency, factsheets, open 

architectures 
 
 
Trustworthiness is not compositional 
– How much can I trust my whole agentic AI 

system, even if I can assess the trustworthiness 
of each component? 
 

Trust and human engagement 
– From trust assessment to level of autonomy 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A trust framework for agentic 
AI systems



To know more about IBM’s 
POV on the ethics of Ai agents 

Published on March 31st, 2025 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